How to Register your Email with TTB-Zix
Quick Reference Guide

The Alcohol and Tobacco Tax and Trade
Bureau (TTB) has set up a system for the
secure transmission of emails between TTB
and external correspondents. Emails containing
sensitive information can now be encrypted and
exchanged between TTB and an external entity
through a secure messaging system called Zix
Portal. Zix Portal stores the encrypted email until
it expires and is then destroyed. As an external
correspondent, encrypted emails to you will be
available via the ZixPortal.

This manual is intended for use by TTB external
correspondents to enable them to receive and
send encrypted emails.

Access to encrypted email requires that you
register your email address with the encryption
system the first time you attempt to compose or
decrypt a received message from TTB. You
must have an internet connection supporting a
Java Applet to access ZixPortal. .

What to do when you receive encrypted
email

An email notification of receipt of encrypted
email from TTB is displayed in your email
client. If you have already registered you email
address with TTB, go ahead and click on “click
here” to access the encrypted email. If your
email address is not registered, the Email
Registration window will appear allowing you to
register your email address.

You have a TTB Secure Email message from jportz@zixport ixtest com

To view the secure messa

system. To reply to the sender, please go (o your secure message by clicking on the link above

The secure message expires on Jun 17, 2010 @ 06:16 PM (GMT).
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Do not reply to this netification message. This notification message was auto-generated by the sender's security

If you would like to have your secure messages delivered directly to your inbox, find out more about ZixMail

support active links, you can visw your sscure message by copying and pasting th lext below info the “Address” o

How to register your email address

If you wish to register your email address prior
to receiving encrypted emails from TTB, go to
your web browser and type the following URL:
https://web1.zixmail.net/s/login?b=ttb

Note: the following web browsers are
supported: IE6 and IE7, Firefox 2 and newer,
Safari 2 and newer, Blackberry 4.2 and newer,
iPhone and Windows Mobile 5 or 6.

Register below for your mailbox to send and receive secure messages.

Email Address:
Password Rules

Fassword: Passwords must be at least 6 characters in
length, and meet 2 of the following
conditions
« Contain both alphabetic ana numeric
characters
= Contain both uppercase and
lowercase characters
» Contain at least one special
character, such as. ~@#$%"&

Re-enter Password:

Password Reminder Phrase:
Choose a werd or phrase that will help you remember your password.

Cancel | [_Submit Passward

Wanl to receive your secure messages directly in your inbox? Leam more about Zichail

For Customer Suppon, email us at supponih gov

Secured by ZEX

Go to TTB Secure Email Registration and click
on “click here” to create your email account.
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ALECHOL AND TOBACEO TAX AND TRADE BUREAY |

Welcome to the TTB Secure Email Message Center

Email Address: . . .
| TTB Secure Email Registration
b . - For first time use(§, click here to)create your
Password: or o erount

Change your password
Use online help

Want to receive your secure messages directly in your inbox? Leam more about ZixMail.
For Customer Support, email us at support(@ttb gov.

Once registered you will be able to login to the
system and retrieve the encrypted email. You
may also send encrypted emails to TTB users.
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Inbox Address |[GELECECEN|  Sent Mail Drafts Help Sign Out

‘Signed in as bach.vuong@ttb.gov

To:
Cc:
Subject:

Attachments: _ yone - -

Secured by ZIX(


http://userawareness.zixcorp.com/sites/partners.php?b=f2824c71fe0bf4e4d2d7e37560262dd1&type=2&p=2
https://web1.zixmail.net/s/login?b=ttb

