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COLAs Online 
 

What’s New in COLAs Online 4.11 (Industry Members) 
 

 
The following system updates and new functionalities are included in Version 4.11 of the COLAs 
Online system: 
 
  
• Login Experience – The login expereince will change for COLAs Online. New user friendly 

screens will be provided. 

The changes to the login screens are outlined below: 

1. Once you get to ttbonline.gov, if you are an already registered user, you will select the 

COLAs Online button. 
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2. Once you select COLAs Online, you will be directed to the new login page. Once you 

have successfully logged on, you will enter the application. 
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• Industry members can go back to the main TTBonline page by simply selecting on the 

TTBonline  banner on top of the screen. 
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• Password Policy Updates – The password policy has been updated to include the 

following: 

o Password must be at least 8 characters long. 

o Password must NOT contain your user name. 

o Password must contain at least 1 UPPERCASE, 1 lowercase, 1 digit, and 1 

special character. 

o Cannot reuse password that has been used in the last 10 times or within the 

last 48 hours.  

o If you are inactive on the site, you will be logged out after 29 minutes. This 

was previously 20 minutes. 

o 10 attempts to use your username and password before your account is 

locked. 

o After two years of inactivity you will have to register again for the 

application. 

o Password will expire after 120 days. 

In addition to the items above, the screens have changed for resetting your password as well. 

Those changes are outlined below: 

1. Once you select “Set a new password” from within your profile  or on the login screen 

you will be directed to the “Set a New Password” screen where you will need to enter 

your username. Click Submit once you have finished. 
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2. After you submitted your username, you will be taken to a confirmation page that 

informs you that an email has been sent. 
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o Below is an example of the email verification: 

 

3. Once you click on the link that is sent via email, you will be directed to enter your new 

password, to confirm it and then click Submit. As long as you have followed the 

password complexity rules and both passwords matched, your password will be updated 

and you will be sent back to the login page. 
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o If your passwords did match and followed the complexity rules, you will get the 

following success message: 

 

 

 

 

 

 

 

 



10 
 

4. If your passwords did not match or did not follow the password policy rules you will get 

the following screen detailing the password complexity rules. You will need to re-enter 

the password and click Submit again to update your password. 
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• New User Registration Updates  - After you have registered for COLAs, and your 

account has been been created, you will see the following email instructing you to set your 

new password. This email will now contain both your username and link to reset the 

password. 

 


